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> loT is the network of things, with clear element identification, embedded

with software intelligence, sensors, and ubiquitous connectivity to the
Internet.
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GROWTH IN THE INTERNET OF THINGS

THE NUMBER OF CONNECTED DEVICES WILL EXCEED 50 BILLION BY 2020
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Fog Computing and lts Role in the Internet of Things

g | X | !
Flavio Bonomi, Rodolfo Milito, Jiang Zhu, Sateesh Addepalli -
Cisco Systems Inc.
170 W Tasman Dr. San Jose, CA 95134, USA c I sco
{flavio, romilito, jilangzhu, sateeshk}@cisco.com

In the first workshop on Mobile Cloud Computing, Helsinki, Finland — August 17, 2012, ACM.

Fog Computing extends the Cloud Computing paradigm to the edge of the network, thus

enabling a new breed of applications and services. Defining characteristics of the Fog are: a) Low
latency and location awareness; b) Wide-spread geographical distribution; ¢) Mobility; d) Very large number of
nodes, e) Predominant role of wireless access, f) Strong presence of streaming and real time applications, Q)
Heterogeneity. In this paper we argue that the above characteristics make the Fog the appropriate platform for a
number of critical Internet of Things (loT) services and applications, namely, Connected Vehicle, Smart Grid,
Smart Cities, and, in general, Wireless Sensors and Actuators Networks (WSANS).

AV 3T = Oliws S o&tils = Ll &5 ]y e (slas 1,8 55 OT 25 5 e L25L 1, 9



Cloud Data Centers

Fog Computing

@. """’-‘V 23 fﬁgi—‘o’;}l ?10&\
59 K vo-m%%m. i *
ﬁﬁ%@\{u Eéla Ju"*

“% 2/ loT Devices

M-n
TR

*G

AV 3T = Olews S o&tils = Ll 5zl e slas ,1y8 55 OT 25 5 40 Lb1,

10



........

AV 3T = Olews S o&tils = Ll 5zl e slas ,1y8 55 OT 25 5 40 Lb1,

11



Cloud Computing

- m o e - —————————————————— - ——— ] - ————————————————— -

End Devices

AV 3T = Olews S o&tils = Ll 5zl e slas ,1y8 55 OT 25 5 40 Lb1,

12



do s

b Jlasl Colli 5 (gilwopeid (olas ¢ Slewle @j03 glls a5 glo 5 :(fog node) ao 0,5 O
I

L‘“.—’l-.’.)-:-***-4

Loz gon

by, oy
s slaiy,e0
Ao g LSLQLS&; .

S oo Jog Sl w ) S md/le K 45 (slas 0,5 :(Bateway) ojlgy0 U

AV 3T = Oliws S o&tils = Ll &5 ]y e (slas 1,8 55 OT 25 5 e L25L 1, 13



S Wbl 9 40 Wby awlao

Fog nodes near to IoT devices

Fog nodes at interface

Cloud

Response time

ms- sub seconds

Seconds-mints

Mints-hours-days

How long data stored Transient Short duration Long duration
Coverage area Very local Wider Global
Location awareness Yes Yes No
Latency Low Low High
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d “Fog Computing is a highly virtualized platform that provides compute,
storage, and networking services between end devices and traditional

Cloud Computing Data Centers, typically, but not exclusively located at the
edge of network” [1].

d “Fog computing is a paradigm with limited capabilities such as computing,
storing and networking services in a distributed manner between different

end devices and classic cloud computing” [2].

d “a system-level horizontal architecture that distributes resources and
services of computing, storage, control and networking anywhere along

the continuum from Cloud to Things” [3].
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Scalability

Challenges
Dynamicity of Fog Resource
Computing Management

Heterogeneity
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